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Logic plays an important role in formal aspects of computer
security, for instance in access control, security of communications or even intrusion detection.
The peculiarity of security problems is the presence of an
attacker, whose goal is to break the intended properties of a
system/database/protocol...
In this tutorial, we will consider several attacker’s models
and study how to find attacks (or to get security guarantees)
on communication protocols in these different models.
One of the most popular attacker’s model, sometimes called
the “Dolev-Yao model” after [8], consists in assuming that
messages are first-order terms and the attacker is an inference
system that formalizes the attacker’s computations on these
messages. In this context, whether an attacker can forge (or
not) a message from the available messages, is the classical
Entscheidungsproblem. When the attacker may send some
forged messages, in order to trigger new actions, and therefore to get additional information, the possible sequences
of messages (traces) can be represented using deducibility
constraints [7], [6]. The first part of the tutorial will present
the deducibility constraints, how to solve them and how to
apply the results to security analysis.
Abstracting messages by terms might not be faithful: messages are actually bitstrings and some operations on bitstrings
might not be adequately represented at the term level. An
attacker is not necessarily limited to the computations that
are represented by the function symbols. A more realistic
model consists in considering that the attacker is an arbitrary
probabilistic polynomial time Turing machine (PPT). The
computational soundness results [1], [2] show that, under
some assumptions, the only useful attacker’s computations
are the computations represented by the function symbols.
These results may be seen as a full abstraction of the DolevYao model. Such soundness results require however strong
hypotheses, some of which are often not realistic. In the
second part of the tutorial, we discuss two ways to overcome
this problem. The first one consists in formalizing the PPT
attacker’s capabilities within the logic (following [4], [5]) and
the second one consists in specifying within first-order logic,
what an attacker cannot do (following [3]). This amounts to
consider yet another model of attacker, which is more powerful
than the PPT model.
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