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1 Overview

There has been considerable research on formal analysis of security protocols, rang-

ing from BAN logic and related approaches [BAN89, GNY90] to �nite-state analysis

[Ros95, MMS97] and proof methods based on higher-order logic [Pau97]. However,

there appears to have been little work on the problem of composing useful proto-

cols from standard building blocks. More speci�cally, those familiar with protocol

design and analysis will understand that there are several common mechanisms for

guaranteeing freshness, avoiding replay attacks, committing to an action without

completing the action, and so on. Often, when a protocol error is discovered, the

repair involves a change that is familiar from other protocols. Based on these obser-

vations, we believe that it will be useful to develop methods for composing complex

protocols from simpler parts.

While we began our e�ort by attaching logical formulas to steps in protocol

strands (based on the strand space model [FHG98]), we were soon led to a more


exible protocol formalism that includes explicit parameterization of protocol ac-

tions. We extend the strand space formalism with variables, the place holders for

passing values, so that we can capture the value propagation which arises in actual

communication. We distinguish static and dynamic binding operators on these vari-

ables, which regulate respectively the design time and the run time value passing.

The static parameters of our formalism are instantiated as part of protocol con-

struction, allowing data from contiguous protocol steps to be combined. For ex-

ample, a static parameter can allow data from one protocol step to be included in

the next step, tying the two protocol steps together in a secure way. The static
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binding also allows us to build a category, so that the protocol components (eg

Guttman-Thayer's \authentication tests") can be formally composed as arrows.

Although it seems useful to assemble protocols from previously identi�ed proto-

col parts, the main potential of our approach lies in the possibility of compositionally

assembling protocol correctness proofs. More speci�cally, we present a method for

attaching assertions to protocol actions, in a manner somewhat akin to Hoare logic

for sequential imperative programs, so that the composition of the assertions asso-

ciated with each action can provide the basis for a protocol correctness proof. The

underlying logic is di�erent from previous logics such as BAN and its descendants

and from explicit reasoning about protocol and intruder as in Paulson's inductive

method . In brief, the assertions associated with an actions will hold in any proto-

col execution that contains this action. This gives us the power to reason about all

possible runs of a protocol, without explicitly reasoning about steps that might be

carried out by an attacker. At the same time, the semantics of our logic is based on

sets of traces of protocol execution (possibly including an attacker), not the kind of

abstract idealization found in some previous logics.

Using these methods, we show how to construct a correct version of the Needham-

Schroeder 2-way authentication protocol from two 1-way authentication sessions us-

ing a static parameter (one of the nonces) to tie the two protocols together. We use

our logic to present a correctness proof for the composed protocol, and we also show

how this same method fails to produce a proof for the original buggy version of the

protocol.
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