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Goal of Research: Security Assessment

I Protocol from [4]

Reader → Tag : r0
Tag → Reader: r1, h(r0 ⊕ r1 ⊕ k)︸ ︷︷ ︸

Ack

Reader → Tag : h(Ack⊕ k ⊕ r0)

I Security goal

Authentication through mutual
proof of knowledge of the

shared secret k

I Context

Observed by an intruder Alice

I Misuse by Alice

Reader → Alice : r ′0
Alice chooses r ′1 = r0 ⊕ r1 ⊕ r ′0
Alice → Reader: r ′1, h(r

′
0 ⊕ r ′1 ⊕ k)︸ ︷︷ ︸

Ack′

Ack’ = h(⊕k)

Reader → Alice : h(Ack’⊕ k ⊕ r ′0)

I Consequence

Alice can impersonate a tag!

Research goal: Automatically find such attacks
(messages involved and their derivation)
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Decidability Results

Main results

I Sufficient conditions on intruder deduction rules
Oracle rules

I Applications
I Exclusive-or (NP-completeness)
I Prefix extraction: modeling of ECB block cypher

Automated deduction techniques

I Ordering techniques: minimal attacks
I Local proofs: minimal derivations
I Lifting: pumping lemma
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Support in Cryptographic Protocol Analysis Tools

I Support through external reduction

CPSA,ProVerif: [5]
I Incomplete support

Maude-NPA: Through Narrowing with irreducibility
constraints

Tamarin: Through reduction to AC-unification for some
protocols

I Complete support

Cryptosense: complete for API analysis (without lifting)
CL-AtSe: complete, also implements modular

exponentiation, prefix rules,. . .
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Equivalences of protocols

Anonymity

Outsider cannot tell if Alice or Bob plays:

P(A) | S ≈ P(B) | S

Ballot privacy

Outsider cannot tell who voted what:

V (A, v1) | V (B, v2) | S ≈ V (A, v2) | V (B, v1) | S

Unlinkability

Outsider cannot tell if somebody plays twice:

!νi . !νs. P(i , s) ≈ !νi . νs. P(i , s)
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Equivalence of constraint systems

Reachability

(P, ε,>)→ (P1,Φ1, C1)→ . . .→ (Pn,Φn, Cn) with Cn solvable?

Example: h(r ′0 ⊕ R ′
1 ⊕ k) = A with r0, r1, h(r0 ⊕ r1 ⊕ k) ` R ′

1,A

Equivalence

∀ (P, ε,>)
t⇒ (P ′,ΦP′ , CP′) ∃ (Q, ε,>)

t⇒ (Q ′,ΦQ′ , CQ′)
any possible experiment wrt. CP′ that succeeds on ΦP′

also works on ΦQ′ (and vice versa)

Example: xoring the first two messages yields the third one.

Cheval, Comon-Lundh, Delaune. Automating Security Analysis:
Symbolic Equivalence of Constraint Systems. IJCAR’10.

Tiu, Dawson. Automating Open Bisimulation Checking for the Spi Calculus. CSF’10.

Baudet. Security of cryptographic protocols : logical and computational aspects. PhD, 2007.
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Equivalences for unbounded sessions

Proverif

Can prove diff-equivalence: very strict, but often enough.

Blanchet, Abadi, Fournet. Automated Verification of Selected
Equivalences for Security Protocols. LICS’05.

Tamarin

Very different from Proverif but similar capabilities.

Basin, Dreier, Sasse. Automated symbolic proofs of
observational equivalence. CCS’15.



Beyond the symbolic model (Dolev-Yao)

h(n,k
)

dec(x,k'')

sign
(d,p

sk)

n

enc(m,k')

P1

P2

P3

P4

PA
?←→

01001001100

010
010

011
00

01001001100

01001001100 010
010

011
00

01
00
10
01
10
0

0100
1001

100 01001001100

Symbolic
Explicit attacker capabilities.
Security against resulting class
of attackers.

Computational
Any computation on bitstrings,
only constrained by crypto as-
sumptions.

Bana, Comon. Towards Unconditional Soundness: Computationally
Complete Symbolic Attacker. POST’12.

Bana, Comon. A Computationally Complete Symbolic Attacker for
Equivalence Properties. CCS’14.
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Data Privacy

I Shmatikov’s numerous prizes related to privacy.
I Differential privacy papers at LICS 2021, 2020, 2019.
I Randomized security protocols at LICS 2017.
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