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L'Universita di Genova salva Google dal «baco»
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"Dai nostri archivi"

Borsa, Google e Microsoft deprimono Wall Street Anche ai gestori del piti importante motore di

Google scopre le Pmi ricerca del mondo puo sfuggire qualcosa. Il brutto &
Secondo fronte: 'attivismo di Google ) ) )

i quando si tratta di un problema serio: come una una
Magrini: «La nostra missione? Aggregare informazionis
- "

Google, I'Internet ultra veloce viaggera sulle (vecchie) falla nel sistema. Fortuna che stavolta a

frequenze Tv «salvare»Google ci abbia pensato 1'Universita di

Genova. In particolare, il gruppo di ricerca del
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TLS/https
BEAST attack [cdit] \'—r-m/
on Septembsr 23, 2011, researchers Thai Duong and Juliano Rizzo demonstrated a proof of cancept called BEAST (Browser Exploit Against

SSLITLS)[ to violate same origin policy constraints, for a long-known cif ing (CBC) vulnerability in TLS

g 2 consecutive clphertext ble qual to x by choosing the next

# per CBC operation, fZ=E(C1 & PZ) = E[C'\ Gx@C0d C‘\J- E(CO @ x), which will be equal to C1 if x=P1.
not been previously demonstrated for this vulnerability, whic discovered By Phillip Rogaway!''“lin 2002. The

vulnerability of the attack had been fixed with TLS 1.1 in 20086, but TLS 1.1 had not seen wide adoption prior to this attack demonstration.

RC4 as a stream cipher is immune to BEAST attack. Therefore, RC4 was widely used as a way to mitigate BEAST attack on the server side. However,
in 2013, researchers found more weaknesses in RC4. Thereafter enabling RC4 on server side was no longer recommended.l*
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The latest news and insights from Google on security and safety on the Internet

This POODLE bites: exploiting the SSL 3.0 fallback

October 14, 2014
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A Comprehensive Formal Security Analysis of OAuth 2.0

Daniel Fett, Ralf Kuesters. Guido Schmitz
oo vivoo arre
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When proving the security of OAuth in our model, we discovered four attacks
which break the security of OAuth. The vulnerabilities can be exploited in
practice and are present also in OpenID Connect.

We propose fixes for the identified vulnerabilities, and then, for the first time,

actually prove the security of OAuth in an expressive web model. In particular,
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5G Networks

$ sciendo Tdings on Privacy Enhancing Technologies 2019)

Ravishankar Borgaonkar, Lucca Hirschi*, Shinjo Park, and Altaf Shaik
New Privacy Threat on 3G, 4G, and Upcoming
5G AKA Protocols

Abstract: Mobile communications are used by more The 3vd Generation Partnership Project (3GPP)
le for the standardization of 3G, 4G
Authentication and

than two-thirds of the world population who expect —group.
security and privacy guarantees. The 3rd Generation and 5G technologies, designed t

an be

AKA: the |)1‘L)T(l’t1{}1l mec,
defeated “replay attacks due to its use
Exclusive-OR {XOR ) and a lack of randomness. Wj

1€ COoIn-

show how to leverage this vulnerabilits e
fidentiality of SQN, thus defeating the purpose of a ded-
icated protection mechanism and breaking an explicit

privacy requirement [6]. We show that partly learning
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» Protocol from [4] > Misuse by Alice
Reader — Tag : rno Reader — Alice : r§
Tag  — Reader: ri, h(ro ® rn @ k) Alice chooses r{ = ro & rn ® 1y
T Alice — Reader: r{, h(r} @ r{ ® k)
| —
Reader — Tag : h(Ack @ k ® ro) Ak
. Ack’ = h(ro ® n®k) = Ack
>
Security goal Reader — Alice : h(Ack' ® k @ rg)

Authentication through mutual
proof of knowledge of the
shared secret k Alice can impersonate a tag!

» Consequence

> Context

Observed by an intruder Alice

Research goal: Automatically find such attacks
(messages involved and their derivation)
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Main results

» Sufficient conditions on intruder deduction rules

Oracle rules
» Applications

» Exclusive-or (NP-completeness)
» Prefix extraction: modeling of ECB block cypher

Automated deduction techniques

» Ordering techniques: minimal attacks
» Local proofs: minimal derivations

» Lifting: pumping lemma
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Support in Cryptographic Protocol Analysis Tools

» Support through external reduction
CPSA,ProVerif: [5]
» Incomplete support
Maude-NPA: Through Narrowing with irreducibility
constraints
Tamarin: Through reduction to AC-unification for some
protocols
» Complete support
Cryptosense: complete for AP| analysis (without lifting)
CL-AtSe: complete, also implements modular
exponentiation, prefix rules,. ..
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Anonymity
Outsider cannot tell if Alice or Bob plays: @i

(¥
P(A)|S ~ P(B)I|S

Ballot privacy

Outsider cannot tell who voted what: %

VAw)[V(B,w)|S ~ V(A w)|V(Bwv)l|S

Unlinkability

Outsider cannot tell if somebody plays twice:

lvi. lvs. P(i,s) =~ lvi.vs. P(i,s)
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Equivalence of constraint systems

Reachability
(P,e, T) = (P1,91,C1) = ... = (Pn, ®,,Cp) with Cp, solvable?
Example: h(ry & R} @ k) = A with rg, ri, h(ro & n @ k) - R{, A
Equivalence

V(P e, T) % (P05, Cp) 3 (Qie, T) % (@, 0gr,Cor)
any possible experiment wrt. Cps that succeeds on ®p,
also works on ® ¢ (and vice versa)

Example: xoring the first two messages yields the third one.

[§ Cheval, Comon-Lundh, Delaune. Automating Security Analysis:
Symbolic Equivalence of Constraint Systems. 1JCAR'10.

@ Tiu, Dawson. Automating Open Bisimulation Checking for the Spi Calculus. CSF'10.

@ Baudet. Security of cryptographic protocols : logical and computational aspects. PhD, 2007.



Equivalences for unbounded sessions

Proverif

Can prove diff-equivalence: very strict, but often enough.

[ Blanchet, Abadi, Fournet. Automated Verification of Selected
Equivalences for Security Protocols. LICS'05.

Tamarin

Very different from Proverif but similar capabilities.

[@ Basin, Dreier, Sasse. Automated symbolic proofs of
observational equivalence. CCS'15.
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Symbolic Computational
Explicit attacker capabilities. Any computation on bitstrings,
Security against resulting class only constrained by crypto as-
of attackers. sumptions.

[d Bana, Comon. Towards Unconditional Soundness: Computationally
Complete Symbolic Attacker. POST'12.

[d Bana, Comon. A Computationally Complete Symbolic Attacker for
Equivalence Properties. CCS'14.
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» Shmatikov's numerous prizes related to privacy.
» Differential privacy papers at LICS 2021, 2020, 2019.
» Randomized security protocols at LICS 2017.
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